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O Key Generation
% X : Private Key
% Y : Public Key, Y = xG
Q Signature Generation
% m = h(M)
% Secret random number k -

®,

% r = x-coordinate of (R = k -1G)
@ s =k(m + rx)

% Signature : (1, s)
QO Signature Verification

<+ m = h(M)

R =s"mG + srY

% Check r = x-coordinate of R’
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EdDSA
O Key Generation
« U : Secret Value
< x : Private Key, x = h(u)
< Y : Public Key, Y = xG
QO Signature Generation
% k = h(hy(u), M)
<+ R = kG
<+ m=hR Y, M)
S =r+xm
« Signature : (R, s)
Q Signature Verification
% m = h(R Y, M)
< Check R = sG — h(RY,M)Y
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printf (" Sign_TEST—Start n");
printf (" PHASEQ n");
for (int i = 0; i < t; i++) // PCS pks copy
{
MINT_Copy (vec_pk—>data[i]—>n, keys_vec[ind_set.data[i] — 1]—>ek—n);
MINT_Copy (vec_pk—>data[i]—>g, keys_vec[ind_set.data[i] — 1]—>ek—>g);
MINT_Copy (vec_pk—>data[i]—>n2, keys_vec[ind_set.data[i] — 1]—>ek—n2);
}
MINT_SetBylInteger(x, 0);
for (int i = 0; i < t; i++)
{
VSS_map_share_to_new( lag_coeff[i], ind_set.data[i], &ind_set, param);
MINT_Mult( w[i] , lag_coeff[i] , keys_vec[ind_set.data[i] — 1]—>x_i );
MINT_ModClassic(w[i], ec—sorder);
MINT_Add_mod( x, x, w[i], ec—order);
}
Threshold ECDSA Sign_TEST PHASE 0
22/51
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int main(void)
{
int n =5; // total # of party
int 5 =3; // threshold
VSS_ind_set ind_set = {n, t, {1, 3, 4}};

//Module_TEST () ;

MAIN_TEST (ind_set);
return 0;

main.cZ £t Threshold ECDSA &
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A ¢ - Makefile

gcc —c ./src/PCS.c —I./include —I./depends/bc—cis/include/crypto
gcc —¢ ./ src/MtA.c —I./include —I./depends/bc—cis/include/crypto
gcc —¢ ./ src/DLProof.c —I./include —I./depends/bc—cis/include/crypto
gcc —c ./ src/VSS.c —I./include —I./depends/bc—cis/include/crypto
gcc —c ./src/keygen.c —I./include —I./depends/bc—cis/include/crypto
gcc —c ./src/Sign.c —1./include —I./depends/bc—cis/include/crypto
gcc —c ./src/HC.c —I./include —I./depends/bc—cis/include/crypto
gcc —c ./src/util.c —I./include —I./depends/bc—cis/include/crypto
gcc —c ./src/ZKP.c —I./include —I./depends/bc—cis/include/crypto
gcc —¢  main.c —I./include —I./depends/bc—cis/include/crypto

gcc PCS.o MtA.o DLProof.o VSS.o keygen.o Sign.o HC.o util.o ZKP.o main.o
—o main —L./depends/bc—cis —lbc_cis —Igmp
rm PCS.o MtA.o DLProof.o VSS.o keygen.o Sign.o HC.o util.o ZKP.o main.o

./ main

build.shS £ &t Threshold ECDSA 3
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keygen.c

ERT crypto_sign_keypair (keys sxpartial_keys , VSS_scheme xscheme, BYTE xpk, int n, int t)
{

if (FAIL == feldman_vss(pk, partial_keys

, scheme, n, t))
return FAIL;

return SUCCESS;
}

Threshold EADSAO| M Key Generation2 Feldman VSSE &£

off A=
m Key generation2 Eslf 2t Z2{|0|0{7t Z|L| 11 RL0{0f o= keys *2
]

HIE{ QI keys **partial_keys7| 2444 =l
m 5 MM El Zkeys *E HASY 4~ U= VSS_scheme *schemeO|
i =l (Stinson Random Secret Sharmg_O_I evidenceOf| sl E=l)
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sign.c

ERT crypto_sign_signature (BYTE xsig, keys =sxpartial_keys, VSS_scheme xscheme,
const void «m, BWT mlen, int *p_index, int plen,
const void xctx, BYTE ctxlen, BYTE flag);

const BYTE x*pk,

m sign.ce MBS a8 49 MBE BYTE *sig2 24

m keygen.cE E3l M E partial_keys = A A 210
2t0i5H= Z2J|0|0{ 2 partial_keys2t 12 LIEILY= index?!

p_index, p_index2| Z 0|2l plen0| YO 2 ALEE

dS 442 2l evidencel|0| 3717 pk, T|A|Z| m, B|A| ] Z O]

mlenO| A2 =
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verify.c

ERT crypto_sign_verify (const BYTE *sig, const BYTE xpk, const BYTE xm, BT64 mlen,
const void =ctx, BYTE ctxlen, BYTE flag)

return PCIS_ED25519 Verify(sig, pk, m, mlen, ctx, ctxlen, flag);

= A Sofl Al et MY RETH7[Z20| 48 ZREE ol 4SEle
As Sl ZEo| g0l 2l E
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feldman_tp.c |

ERT feldman_vss(BYTE xpk, keys =xxpartial_keys , VSS_scheme xscheme, int n, int t)
{

int p_index[n];
for (int i=0; i<n; i++)
p_index[i] = i+1;
return feldman_vss_subset(pk, partial_keys, scheme, n, t, p_index, n);

TS Ao| Ol E 2|ol| partial_keysE OUTPUTSZ ARSI
n g:<1| 91 AlOfl= partial_keys2| 2t keyS2 2t Z2{|0|0{Et |
7123 Qlojot 3t
m keys= prefix, sk, u, x, y& W 42 = 7IA|H,
m 0| & 2[R 2 SE0E ZA7t Sl 242 Pointy £

m 0[2|9] gt == A1Z Woll= 220 2A17t 47[R] §h=A] Bt
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feldman_tp.c I

ERT feldman_vss_subset(BYTE xpk, keys xxpartial_keys, VSS_scheme xscheme,
int n, int t, int *p_index, int plen)
{

if (plen < t)
return FAIL;

VEC_VSS_scheme xvec_scheme;
VEC_VSS_share xvec_share;
VSS_shares_user shares[n];
VEC KGBM xvec_bcm;
VEC_KGDM xvec_decom;
VEC_DLProof xvec_proof;

vec_scheme = VEC_VSS_scheme _New(n);
vec_share = VEC_VSS_share_New(n);
vec_bcm = VEC KGBM New(n);
vec_decom = VEC_KGDM New(n);
vec_proof VEC_DLProof_New(n);

HEHOIHA Threshold EdDSA 13 2t February 5, 2020 38/51
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feldman_tp.c IV

[ %
= TODO: LOCALLY: partial key generation
* OUTPUT: vec_bcm, vec_decom
sk /
for (int i = 0; i < plen; i++)
{
// partial key generation
create (partial_keys[p_index[i]—1], t, n, p_index[i]);

// commitment generation

BYTE data[32];

pcis_ED25519_Compress (partial_keys[p_index[i]—1]—>y_i, data);
HC_Commit(vec_bcm—>data[p_index[i]—1]—>cmt, vec_decom—>data[p_index[i]—1], data, 32);

}

// Third—Party : Verifies commitment, new VSS generation, and pk generation.
if (FAIL == com_vrfy_pk_gen(pk, vec_bcm, vec_decom, p_index, plen))

{
}

return FAIL;
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=
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[ %

* TODO: LOCALLY: VSS schemes/shares generation
* OUTPUT: vec_scheme, vec_share

*%/
for (int i = 0; i < plen; i++)
VSS_share (vec_scheme—>data[p_index[i]—1], vec_share—data[p_index[i]—1], t, n,
partial_keys[p_index[i]—1]—>u_i, p_index, plen);
}
m 2} S2{0]0f p_i7} At419f keysgkOf oliEste VSS shares 4d
m2EE2 |O|O1°| VSS share”} vec_share0f| Z2{2=! (Third party 7}
FEotAL 243 R)
m vec_shareE A3 & U= evidence?} vec_schemel]| A&

HEHOIHA Threshold EdDSA 13 2t February 5, 2020 42/51



LFIPN=Y
feldman_tp.c VII

// Third—Party : shares transfer
for (int i = 0; i < plen; i++)
{
shares[p_index[i]—1].len = plen;
shares[p_index[i]—1].party_index = p_index[i];
for (int j = 0; j < plen; j++)
MINT_Copy (shares[p_index[i]—1].data + p_index[j]—1,
vec_share—>data[p_index[j]—1]—>data + (p_index[i]—1));

}
// Third—Party: Verifies VSS
for (int i = 0; i < plen; i++)

// VSS verification

if (FAIL == VSS_verify (vec_scheme—data[p_index[i]—1], shares[p_index[i]—1].party_index,
shares[p_index[i]—1].data+p_index[i]—1))
return FAIL;

m Share Transfer@} VSS HZE 78 £2{|0|0{7} £3H5t ALY,
Third-Party7t ~gtst &

—
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[ %

* TODO: LOCALLY: map shares to private share
* OUTPUT: None

*%/

for (int i = 0; i < plen; i++)

{

// Private_share x_i generation from shares i.e (sum of x_i’s)
VSS_shares_to_private_share(&shares[p_index[i]—1]

m 2} Z2{0|0f p_i= shares transferity
partial datag gtz Al partial datas

m 0| 2}0| 2|24l p_i9| partial data?} &
m (B0 &3 Zf 0| partial_keysOf| 2{2&=l partial datag}tZHo|

HEE)
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feldman_tp.c IX

[ %
* TODO: LOCALLY: zk proof
* OUTPUT: vec_proof
sk /
for (int i = 0; i < plen; i++)
{
//DL proof generation using x_i
DLProof_Prove (vec_proof—data[p_index[i]—1], partial_keys[p_index[i]—1]—>x_i);
}

// Third—Party: Verify ZK proof

schemes2scheme (scheme, vec_scheme, p_index, plen);

if (SUCCESS != dlog_proof_vrfy(scheme, vec_proof, p_index, plen))
return FAIL;

m 2t 20| p_i= ZK proofE &H|gt
m S2i0[0{ZF 24t &4 &2 Third-PartyE Solf ZK proofE 4~2igt
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sign.c
R ‘4dE It partial r 242t ‘44 El RS 0|88t partial s 4440| 71H
Z20]0{0]| 2fslf 4~ =|0{OF &
m R4 uHy:
m r_partial_keys2| u_iof| 7 Z
m feldman_vss & E5lf RS 44
m partial s A4 2H4:
m MAEl RE E5H EADSA MY 2HHS E35| partial s= AiA

2f0]017} BLE US AL AHF

partial s& Third-partyOi| 2|5l +~8%|0] ASE| AL 7HE E2{0]0{0f| 2|5
a43E & US(EA A0 M= Third-party7t +&5t= AS 7148
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Unit Tests

Threshold EADSA
VSS

Feldman VSS
Tools

Unit Test= test/ subdirectoryQi| A
&0l 7}5.

thres_eddsa, vss, dist_vss, tools,
eddsa, thres_eddsa_keygen

Aot A Threshold EADSA 18 2} February 5, 2020



# PR BRI

Unit Tests
Threshold EADSA
VSS
Feldman VSS [vss.c]
87}2| case0| CH3 VSSQO| 2t=2
Tools

3QI35H= Unit Test
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@ Internet Research Task Force (as of February, 2020).
RFC 8032 - Edwards-Curve Digital Signature Algorithm (EdDSA).
https://tools.ietf.org/html/rfc8032

@ Frank Yellin (2014).
ed25519.js, Ed25519 Elliptic Curve
http://google.github.io/end-to-end/api/source/src/javascript/crypto/
e2e/ecc/point/ed25519.js.src.html

@ CycloneCrypto (as of February, 2020).
CycloneCrypto EdDSA Github.
https://github.com/Oryx-Embedded/CycloneCrypto
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